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An Online Intelligent Alarm-Processing
System for Digital Substations
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Abstract—A flood of alarm messages in an automatic digital
substation makes the monitoring task a significant challenge
for the operators in a remote control center, especially under
fault scenarios. An online intelligent alarm-processing system
is developed based on the architecture of the digital substation.
First, real-time alarms are classified according to the IEC 61850
standard in order to provide synthesized and organized alarms
for the alarm-processing procedure in the next step. Then, a new
and systematic alarm-processing approach for digital substations
is developed. Two modules (i.e., the generation of candidate
hypotheses and the truth evaluation for the hypotheses) are in-
cluded in the developed approach, and these two modules are
operating in parallel in online implementation. This approach
could not only determine the fault/disturbance cause but also the
missing or false alarms as well as the causes of the false alarms.
According to actual application requirements, an online intelligent
alarm-processing system is developed and applied in the Xingguo
substation—the first digital substation in Jiangxi Province, China.
Finally, an actual alarm-processing scenario serves to demonstrate
the presented alarm-processing method as well as the developed
software system.

Index Terms—Alarm classification, digital substation, IEC
61850, online intelligent alarm processing, power system.

I. INTRODUCTION

A MODERNIZED digital substation usually consists
of intelligent primary devices (such as optic-electric

transformers and intelligent circuit breakers (CBs)) and the
networked secondary devices based on the IEC 61850 protocol,
which is able to implement the interoperability and information
sharing between the intelligent electronic devices (IEDs). For
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an automatic digital substation, all of the alarm messages are
collected and sent to a remote-control center. The monitoring
data of the operational devices in digital substations are dis-
played by order of timestamps but they have not yet been
processed, and this could lead to the inability of the operators to
digest information from the data and, hence, identify what has
occurred in a short time, especially under stressed conditions
such as a fault scenario. The situation will be more challenging
for cases with false or missing alarms. Therefore, it is of a great
significance to develop an online intelligent alarm-processing
system based on the architecture of digital substations in order
to assist the operators in making a decision for maintaining the
secure and reliable operation of power systems.

In the past two decades, many artificial-intelligence tech-
niques, such as expert systems (ES), artificial neural networks
(ANNs), and Petri Nets, have been employed for alarm pro-
cessing in power systems.

The basic characteristic of the ES-based approach is that the
operating logics of protective relays (PRs) and CBs as well as
the diagnosis experience of operators can be accommodated. ES
is suitable for solving the alarm-processing problem [1]–[6]. For
instance, a logic-based ES developed in [6] has been success-
fully applied in the Italian National Control Center.

Several ANN-based alarm-processing methods are presented
in [7]–[10], and they can model complex relationships between
inputs (i.e., the operating information of PRs and CBs, and out-
puts, that is, the causes activating the alarms). Appropriate sam-
ples need to be selected to train the ANN to guarantee good
generalization capability.

In recent years, analytic model-type–based approaches
were developed for solving the alarm-processing problems
[11]–[14]. The causes (faults/disturbances/events) for the ac-
tivation of alarms are considered as optimization variables,
and an objective function is defined to reflect the discrepancy
between the reported and the expected alarms. The expected
alarms of a cause/an event could be obtained based on the
power system structure concerned as well as the PR and CB
configurations. Then, alarm processing can be formulated as
an unconstrained 0–1 integer programming problem. Finally,
some well-developed optimization algorithms, such as the tabu
search (TS) [11], [12] and genetic algorithms (GAs) [13], [14],
are employed to find out the most likely hypothesis that could
well explain the reported alarms.

The advantage of the Petri Net lies in that it has the char-
acteristics of graphic discrete event representation and parallel
information processing, so that it is suitable for describing the
logic relationship between the operation of PRs and CBs. Some
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research work on the applications of the Petri Net for alarm pro-
cessing in power systems has been conducted in recent years
[15]–[18].

In addition, several other methods such as fuzzy sets [19],
[20] and rough sets [21], [22] have also been employed for alarm
processing in recent years.

Up to now, most research work on alarm processing is based
on conventional substations [1], [4], [8], [16], [21], [22], while
for digital substations, research work in this area is still very
preliminary. With the support from Jiangxi Electric Power Re-
search Institute in China, an online intelligent alarm-processing
system for the 110-kV Xingguo digital substation is designed
and implemented in this paper. The major contributions of this
paper are as follows:

1) Based on the architecture of the digital substation, real-
time alarms are classified according to the IEC 61850 stan-
dard.

2) For online implementation in digital substations, a new and
systematic alarm-processing approach is presented. Two
modules (i.e., the generation of candidate hypotheses and
the truth evaluation for the hypotheses) are included in the
developed approach. These two modules operate in parallel
in online implementation as follows.
• In the module for the generation of candidate hy-

potheses, the related candidate hypotheses are organized
in the same hypothesis set.

• In the module for the truth evaluation of the hypotheses,
a systematic alarm-processing approach based on logic
analysis is presented. Consequently, not only could
the fault/disturbance cause be identified, but also the
missing or false alarms. Moreover, the causes of false
alarms could also be identified by analyzing the alarms
associated with the secondary devices (i.e., the protec-
tion devices and communication devices).

3) According to the requirement of the actual project, a soft-
ware package is developed by using the proposed online
intelligent alarm-processing approach, and has been suc-
cessfully applied in the Xingguo substation, the first dig-
ital substation in Jiangxi Province, China. Finally, an ac-
tual alarm-processing scenario is served for demonstrating
the presented alarm-processing model as well as the devel-
oped software system.

II. FRAMEWORK OF THE DEVELOPED SYSTEM

The developed framework for the online intelligent alarm-
processing system in this paper is based on the architecture of
a digital substation as shown in Fig. 1. At the system initial-
ization stage, the alarm configuration is automatically written
into the database by analyzing the substation configuration de-
scription language (SCL) file. When a fault/disturbance takes
place, the received alarms will be put into the real-time data-
base first, and then into the initial alarm queue. Based on the IEC
61850 standard, the alarms in the initial alarm queue are clas-
sified in order to provide layered and organized alarms for the
alarm-processing procedure. When PRs operate or CBs trip, the
module of online intelligent alarm processing will be activated.
Consequently, the comprehensive alarm-processing results are

Fig. 1. Framework of the proposed system.

Fig. 2. Process of mapping the model information of IEDs into the MMS vari-
able object.

displayed on the operator’s console screen with the following
details:

1) Related alarms are listed by groups in order to help the
operators organize the real-time alarms clearly.

2) Faulted elements are identified to assist the operators
rapidly restoring the network, especially under compli-
cated fault scenarios.

3) Detailed information for IEDs, such as the network com-
munication and protection self-check, could support the
maintenance personnel to troubleshoot the malfunctioned
devices, such as PR and CB malfunctions.

III. ALARM CLASSIFICATIONS BASED ON THE

IEC 61850 STANDARD

In order to implement the interoperability between IEDs, the
IEC 61850 standard specifies a method for mapping the model
information of IEDs into the manufacturing message specifica-
tion (MMS) variable object, and this leads to a unique identifica-
tion for each element in the model of IEDs. The detailed process
for mapping the model information of IEDs into the MMS vari-
able object is shown in Fig. 2 [25]. The format of aN MMS vari-
able object is as: “IED_logic device (LD)/logic node (LN)$func-
tion constraint (FC)$data object (DO)$data attribute (DA)”.
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TABLE I
RULES OF ALARM CLASSIFICATIONS

All of the MMS variable objects are generated by extracting
information from the SCL files. First, all of the elements in the
SCL files are picked up based on the XML analytic technique.
Then, the MMS variable objects are developed by assembling
the elements.

Based on the IEC 61850 standard, each LN (DO or DA) is
named with self-description [23]. Each MMS variable object
has a unique meaning. For instance, the meanings of the com-
ponents of the MMS variable object in Fig. 2 are as follows: the
LN component “XCBR” represents “CB;” the DO component
“Pos” represents “position;” and the DA component “stVal” rep-
resents “state.” Above all, the MMS variable object in Fig. 2 can
be used to mark “the state (open or close) of position of a CB.”

When an alarm is received, an MMS variable object as well
as its corresponding value can be obtained: the MMS variable
object represents the identification of an IED model, and its cor-
responding value determines the state information of an IED
model. For instance, if the value corresponding to the MMS
variable object shown in Fig. 2 is “1,” then it is known that the
position (state) of the CB is “open;” if the value is “0,” then the
position (state) of the CB is “close.” When the value of an MMS
variable object changes (i.e., “ ” or “ ”), an alarm
will be generated. The MMS variable object and the change of
its corresponding value can together identify a unique alarm.

According to the characteristics of different MMS variable
objects, the alarms can be classified into several types, mainly
including CB tripping, PR operation, disconnector operation,
reclosing, protection self-check, and network communication.
For instance, the alarm with the MMS variable object shown in
Fig. 2 is classified into the CB tripping type. The detailed rules
for alarm classifications are shown in Table I.

IV. ONLINE INTELLIGENT ALARM PROCESSING

A. Basic Concepts

For the convenience of presentation, some basic concepts are
defined first as follows.

1) is defined as a specified alarm in the digital substation,
and can be identified by an MMS variable object and a
value. For instance, if the value of the MMS variable ob-
ject in Fig. 2 is “0,” this alarm represents that “the CB
Q0XCBR1 is open.”

2) is defined as a cause (fault/disturbance/event) hypoth-
esis, and represents an assumption for the cause of the
alarms reported. For instance, suppose that CB is a CB
connected with the transmission line ; when CB trips,

“a fault occurs on ” will be a reasonable event hypoth-
esis.

3) Based on the configuration of a power system concerned
and the actuating logic of PRs and CBs, two kinds of rules
for alarm processing could be established and saved to the
database as follows.

a) denotes that once the cause hypothesis is
true, the alarm would occur. For example, sup-
pose that is a zero-sequence overcurrent PR of

, the event “an earth fault takes place in ,“ will
cause the alarm “ operates.” In Fig. 3, the rules
associated with this kind include and

.
b) denotes that the occurrence of will trigger

to take place. For example, suppose that is
a distance of the transmission line is
a CB connected with , the alarm “ operates,”
will trigger the alarm “ trips” to occur. In Fig. 3,
the rules associated with this kind include and

.
As shown in Fig. 3, a rule network could be built up by
the rules, and used to describe the relationship between the
elements included in rules clearly.

4) is defined as the set of
the cause hypotheses which could trigger to occur, and

is the number of elements in . Taking the rule
network in Fig. 3 as an example, two hypotheses and
could trigger to occur, hence .

5) is defined as
the set of the expected alarms corresponding to . It
represents the alarms to be reported if is true, and is
the number of elements in . Taking the rule
network in Fig. 3 as an example, if is true, four alarms
including , and would be reported, hence

.
6) is defined as the set of cause hy-

potheses, and is the number of elements in .
7) is defined as a container for storing

all of the , and is the number of ele-
ments in .

B. Basic Principle of the Online Intelligent Alarm Processing

As shown in Fig. 4, the basic principle of the online intelligent
alarm processing is as follows.
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Fig. 3. Simple example of the rule network for alarm processing.

Fig. 4. Basic principle of the online intelligent alarm processing.

At the system initialization stage, all of the rules in the data-
base are read into the internal memory. Once a fault/disturbance
occurs, the candidate hypotheses are inferred according to the
reported real-time alarms and the alarm-processing rules. Then,
the candidate hypotheses are evaluated periodically for finding
out the fault/disturbance cause and abnormal alarms. Finally,
the comprehensive alarm-processing results are displayed in the
operator’s console screen. Two key modules are included in the
proposed method (i.e., the generation of candidate hypotheses
and the truth evaluation for the hypotheses). These two modules
will be described in detail in the following text.

C. Generation of Candidate Hypotheses and the Truth
Evaluation for the Hypotheses

When a fault occurs in a digital substation, a flood of real-time
alarms will be sent to the control center in a short time. For on-
line implementation of the intelligent alarm-processing system
in digital substations, a new and systematic alarm-processing
approach is proposed, which includes two modules (i.e., the
generation of candidate hypotheses and the truth evaluation for
the hypotheses). These two modules are operating in parallel
for online implementation. The detailed flowchart is shown in
Fig. 5.

1) Generation of Candidate Hypotheses: The generation of
candidate hypotheses is to infer all possible causes of faults/
disturbances/events for a received alarm according to the alarm-
processing rules, and then the related candidate hypotheses are
organized in the same hypothesis set.

Assume that is received at time
and . As shown in Fig. 5, the key steps
of the generation of candidate hypotheses are introduced as
follows.

a) The hypotheses are determined by

Expected (1)

If , turn to step b); otherwise, turn to step c).

b) A new hypothesis set is built up and initialized as
Cause , and next added to

At the same time, the time window
corresponding to is also established. In order to

guarantee that all received real-time alarms during a fault
process could be included in a same time window , the
length of is set as the maximum setting values
of the operating time among all PRs. is used in
the truth evaluation for the hypotheses as will be detailed.

c) If , the hypotheses involved in
but not being the member of (i.e.,

Cause should be added to

Cause (2)

2) Truth Evaluation for the Hypotheses: In this module, a
systematic evaluation approach is presented based on logic anal-
ysis. Consequently, not only could the fault/disturbance cause
be identified but also the missing or false alarms. Moreover, the
causes of the false alarms could also be identified by analyzing
the alarms associated with the secondary devices (i.e., the pro-
tection devices and communication devices).

Suppose that is the current time. If exceeds
the time window corresponding to (i.e., ),
then is defined as “an overflowing hypothesis set.” Once an
overflowing hypothesis set exists, the truth of the hypotheses in
it should be evaluated. The evaluation standard consists of the
occurrence rate (OR) and the coverage rate (CR) of the expected
alarm.

is defined as a -dimension
vector with 0–1 elements, and exactly corresponds to each ele-
ment in Expected . Assume that the element corresponding
to in Expected is , if occurs, 1; otherwise,
0.

The OR corresponding to is defined as follows:

Occurrence % (3)

where represents the number of actually occurring
alarms among those alarms included in Expected and is
the number of expected alarms corresponding to .

The CR corresponding to is defined as follows:

Coverage (4)

where is the number of the reported real-time alarms whose
timestamps are within the time window of the evaluated hypoth-
esis set .
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Fig. 5. Flowchart of the online intelligent alarm processing.

As shown in Fig. 5, the key steps of the truth evaluation for
the hypotheses are as follows:

d) Judge whether meets the condition,
. If yes, turn to step e).

e) The ORs of all the candidate hypotheses in are calcu-
lated according to (3).

f) According to the calculation results in step e), several dif-
ferent procedures are carried out as detailed below:
• If only one candidate hypothesis in satisfies the

following condition:

Occurrence %

(5)

then it is known that is true and represents that all
of the expected alarms in Expected match the real-
time alarms completely. Consequently, the cause of the
fault/disturbance can be obtained

Occurrence %

where is the evaluation result of .
• If the ORs of all candidate hypotheses in do not

equal 100% but only one candidate hypothesis from
these hypotheses has the maximum OR value, then
the candidate hypothesis with the maximum OR value
should be selected as the alarm-processing result

Occurrence maximize Occurrence

Occurrence Occurrence

(6)

where is used to maximize the term in-
cluded in .
It can be found that some alarms are missing in this
situation: if 0, and is the expected alarm cor-
responding to in Expected , it could then be in-
ferred that should have been received but, in fact, it
has not been (i.e., is a missing alarm).

• If more than one candidate hypotheses in that was
calculated in step e) satisfies (5) or (6), then turn to step
g).

g) First, the example shown in Fig. 3 is employed to illus-
trate the CR function. Suppose that all of the expected
alarms corresponding to and in the example (i.e.,

, and ) have been reported, then the ORs of
and could be calculated as Occurrence 100%

and Occurrence 100%. In this case, the cause of the
fault/disturbance cannot be definitely identified by em-
ploying the ORs only. Therefore, if two or more ORs
satisfy (5) or (6), the CRs will also be required in order
to identify the cause of a fault/disturbance. The candi-
date hypothesis in which not only satisfies (5) or (6)
but also has the maximum CR is selected as the final
alarm-processing result

Coverage maximize Coverage

Occurrence Occurrence

Coverage Coverage

The example shown in Fig. 3 is employed to illustrate
again. The CRs of and are calculated according to
(4) and the results are obtained Coverage 50% and
Coverage 100%. Consequently, is deemed as the
final result.
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TABLE II
REPORTED ALARM MESSAGES

Fig. 6. Processes of identifying the false alarms and the cause of their occur-
rences.

h) If all of the hypotheses in have been processed, the false
alarms can be obtained. Suppose that

is a collection of the evaluation results of all the hy-
potheses. Then, the expected alarms corresponding to all
of the elements in (i.e., Expected )
are compared with all of the PR operating and CB tripping
alarms reported. Consequently, some reported alarms that
do not match the expected alarms are considered false
alarms. As shown in Fig. 6, and are considered to
be false alarms.

As shown in Fig. 6, if an alarm with the protection self-check
type or the network communication type is associated with the
same device as the one of the false alarm, it can be inferred
that the occurrence of the false alarm is caused by the malfunc-
tioned protection devices or network communication devices.

Fig. 7. Diagram of the Xingguo Substation in Ganzhou, Jiangxi Province,
China.

For instance, suppose that the alarm in Fig. 6 represents that
“The main PR of operated.” If an alarm of the protection
self-check type which represents “the self-check for the main
PR of was in error,” and is received, then it can be inferred
that the malfunction of the main PR of causes an unexpected
alarm .

V. APPLICATION EXAMPLES

The online intelligent alarm-processing system is imple-
mented by using C# under the platform of Visual Studio 2005.
Many test examples and actual scenarios have been used to
demonstrate the correctness of the presented alarm-processing
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TABLE III
ENCODING OF ALARM MESSAGES

Fig. 8. Rule network corresponding to the test scenario.

approach and the computational efficiency of the developed on-
line intelligent alarm-processing system. The software system
has been applied successfully in the Xingguo digital substa-
tion in Jiangxi Province, China. A detailed alarm-processing
scenario in the Xingguo digital substation is presented here for
illustrating the proposed approach and the developed software
system. The structure of the substation is shown in Fig. 7, and
the reported real-time alarms are listed in Table II.

For the convenience of presentation, the corresponding
alarms and the candidate hypotheses are encoded as shown in
Tables III and IV, respectively. Due to space limitations, only
some important rules are listed in Table V. Then, a rule network
is established and shown in Fig. 8. As shown in Table II, the
reported alarms in the time interval [11 ms, 6087 ms] are

. Then, the detailed alarm-processing process is
illustrated as follows:

1) Alarm classifications. Based on the IEC 61850 standard,
the reported real-time alarms are classified into four types
according to Table II:

a) and belong to the protection self-check type;

b) and belong to the network communica-
tion type;

c) , and belong to the PR opera-
tion type;

d) , and belong to the breaker tripping
type.

Since the alarms associated with PR operation and CB trip-
ping are involved in the real-time alarm queue, the module
of online intelligent alarm processing is then activated.

2) The generation of the candidate hypotheses. First, all of
the candidate hypotheses are inferred according to (1) and
the results are listed in Table VI. Then, the related can-
didate hypotheses are classified into the same hypothesis
set according to (2). As shown in Fig. 8, three hypoth-
esis sets and

are built up according to the rela-
tionships of the candidate hypotheses and then stored into

. Suppose that is set as 10 s, the
corresponding time windows of , and can be
determined as ms

ms ms] and ms ms].

3) The truth evaluation for the hypotheses of and :
a) According to step d) in Section IV, once

(i.e., 10011 ms), the ORs of all
candidate hypotheses in are calculated according
to (3) and the results are listed in Table VII. For
instance, . Since has
occurred and has not yet occurred

0), then the OR of is determined as
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TABLE IV
ENCODING OF CANDIDATE HYPOTHESIS

TABLE V
RULE BASE

TABLE VI
CORRESPONDING � �� � OF �

% %.
As shown in Table VII, since two ORs of these
candidate hypotheses are equal to 100% (i.e.,
Occurrence % and Occurrence

%, the final result cannot be determined def-
initely. As the result, the CRs of and also
need to be calculated according to (4), and the
calculation results are shown in Table VIII. For
instance, .
Since all five expected alarms have occurred

, then
% %. As

shown in Table VIII, because %
, then is the solution hypothesis of

.
b) Once holds (i.e.,

12550 ms, the ORs of all candidate hypotheses in
are calculated according to (3). The evaluation

results are also listed in Table VII. It is obvious that
Occurrence % is the solution of .

c) Once holds (i.e., 14505
ms), the ORs of all candidate hypotheses in are
calculated according to (3), and the results are listed in
Table VII. It is obvious that Occurrence %
is the solution of .

4) Analysis of alarm-processing results.
a) Three faults have occurred in the system. The hy-

potheses , and are selected as the final alarm-
processing results (i.e., “A fault occurred on L313 and
the main PR of L313 operated, but C313 failed to
open,” “A fault occurred on L918 and the main PR
of L918 operated,” and “A fault occurred on B4”).

b) Since Occurrence % and
Occurrence %, there is not any
missing alarm in and . However,
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TABLE VII
CORRESPONDING � �� � OF �

TABLE VIII
CORRESPONDING � �� � OF � AND �

TABLE IX
DETERMINATION OF FALSE ALARMS

Occurrence %, so is identified
to be the missing alarm in .

c) According to step h) in Section IV, by comparing the
expected alarms corresponding to , and . with
all of the reported alarms as shown in Table IX, the
reported alarm (i.e., “the main PR of T2 oper-
ated)” is identified as a false alarm that should not
have occurred but actually had been received. More-
over, since the alarm (i.e., “the self-check for main
PR of T2 was in error)” has also been received, the
reason for the false alarm occurrence can be identi-
fied as the malfunction of the main PR of T2.

It is demonstrated that the alarm-processing results are con-
sistent with the actual scenarios.

VI. CONCLUSION

Based on the architecture of digital substations, a system-
atic alarm-processing approach and a further online intelligent
alarm-processing system are developed in this paper. Not only
can the developed software system classify the real-time alarms

according to the IEC 61850 standard, but it can also find out the
cause of a fault/disturbance, missing or false alarms, as well as
the causes of the false alarms’ occurrences. It has been demon-
strated by many test examples and actual scenarios that the pro-
posed approach is correct, and the developed software system
can meet the requirements of online alarm processing in actual
power systems.
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